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Bezpecnost uloZzenych procedur

Ulozena procedura umoziuje manipulaci
se zaznamy.

Ulozena procedura je schopna zajistit
kontrolu pravidel referencni integrity apod.

UloZena procedura mlze vracet zaznamy i
z tabulky, ke které nema uzivatel pfistup.

Informaéni systémy 3

@




Vykon ulozenych procedur

&

Optimalizace a kompilace pfi prvnim
pouZziti.
PFi pouziti dynamickych pfikaz( nemusi
byt zpracovani optimaini.
Novou rekompilaci je mozno vynutit
klauzuli WITH RECOMPILE bud pfi jeji
deklaraci nebo pfi jejim volani.

EXEC ProcName [Param] WITH RECOMPILE
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Systémové uloZené procedury

@

Jsou ulozeny v databazi Master.
Je mozné je vyvolat nazvem bez ohledu
na databazi (pro vyuziti v jiné databazi).
Napfr.:

USE Prace

EXEC sp_columns 'prace’

0 Rt | Mossage|
Ta




Catalog Stored Procedures

sp_column_privileges Napf.:
sp_special_columns USE Prace
sp_columns EXEC sp_tables 'p%'
sp_sproc_columns

sp_databases st | ]

sp_statistics
sp_fkeys
sp_stored_procedures _'
sp_pkeys
sp_table_privileges
sp_server_info ]
sp_tables ‘ e e s [

w

=
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RozSifené uloZené procedury

(Extended Stored Procedures)
Ukladaji se do databaze master

Musi byt volany master..xp_name
Vytvareji se vné SQL serveru pomoci
jiného jazyka (C, C++).

Bézi jako interni (in-process) a mohou
byt velmi rychlé.

@
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Procedura xp_cmdshell

Spusténi pfikazu operacniho systému
xp_cmdshell 'fetézec pfikazu' [, no_output]
Priklad

EXEC master..xp_cmdshell 'dir "C:/*.*"

Vystupem je soubor zaznamu pro jednotlivé
fadky vystupu

Msg 15281, Level 16, State 1, Procedure xp_cmdshell, Line 1

SQL Server blocked access to procedure 'sys.xp_cmdshell' of component

'xp_cmdshell' because this component is turned off as part of the security

configuration for this server. A system administrator can enable the use

of 'xp_cmdshell' by using sp_configure. For more information about

= enabling 'xp_cmdshell', see "Surface Area Configuration" in
@ SQL Server Books Online. 10

Procedura xp_cmdshell

Lol
th G e Gy tome o e Gy 190
tewouey |0 | th G| O35 @ o 5 3
522, ey
P El
Povoleni procedury
(patii mezi zvlast nebezpecné!)
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Procedura xp_msver

Vraci informace o verzi systému.
Podrobnéjsi nez funkce @@VERSION.
Strukturovany vystup.

EXEC master..xp_msver

3 Resuls | Messages | |

T [ e Tieral Vaie | Craiervate T
(7| Podsciione  NULL Wicos 50L Sever
12 |2 Pioductversion 589824 900403500
3 3 Language 1033 AngliEtina (Spojené stéty)
4 |4 Platom NULL NT INTEL X86
5 | Comes  WUL NTWIES
(6|6  Compntome  nULL Moot Coprsion
[7[7  Ficbescipion  NULL 50L ServerWdons NT
[5 (s Fiveson  nuL 2005050 403500
=
=
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i 50L Mail

Posilani e-mailt R —

MAPT Enabled
Mail Server

Odeslani e-mailu

xp_startmail [[@user =] name']
[.[@password =] ‘password']

xp_sendmail ...

xp_stopmail
Prijeti e-mailu

sp_processmail
Nebo

xp_findnextmessage, xp_readmail,
xp_deletemail

=
=
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(6 5L Server 2005 Surface Area Configuration: e |
Mot A idows seve ysem
SQL Server 2005
Help Protoct Your 5 [eysrasswersersmrmero =
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Minimize SQL S{ ) SQL Server 2005 Surface Area Configuration
© Pelp Protect Your SQL Server
'@ viro Enable only the features required by your appications. Disabling unused features helps protect your server by reducing the
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Rekurze

Procedura vola sama sebe.

Pfi vytvofeni procedury je hlaSena chyba
(odkazuje se ne neexistujici proceduru),

ale procedura bude vytvorena.
Pocet vnoreni je omezen na 32!

Je mozno zjistit pomoci @@NESTLEVEL.
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A ., USE PRACE
Priklad - Faktorial DECLARE @in int, @out int
SET @in=5
. EXEC Factorial @in, @out OUTPUT
CREATE PROC Factorial PRINT CAST(@in AS VARCHAR)+
@Inputvalue Int, "-'+ CAST(@out AS VARCHAR)
@OutputValue Int OUTPUT GO
AS 5-120
DECLARE @InVal Int, @OuVal Int funguje a2 do x = 12
IF @InputValue != 1
BEGIN
SELECT @InVal = @InputValue - 1
EXEC Factorial @InVal, @OuVal OUTPUT
SELECT @OutputValue = @OuVal * @InputValue
END

prox =13:
ELSE Server: Msg 8115, Level 16, State 2,
SELECT @Outputvalue = 1 Procedure Factorial, Line 10
(RBE)TURN Arithmetic overflow error converting

expression to data type int.

Cannot add rows to sysdepends for the current stored procedure because it depends
on the missing object 'Factorial'. The stored procedure will still be created.

=
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Pfiklad — Triangulanéni Cislo

USE PRACE
DECLARE @in int, @out int
CREATE PROC TriangulacniCislo SET @in =13
@InputValue Int, EXEC TriangulacniCislo @in, @out OUTPUT
@OutputValue Int OUTPUT PRINT CAST(@in AS VARCHAR)+"-" +
AS CAST(@out AS VARCHAR)
DECLARE @InVal Int, @OuVal Int GO
IF @InputValue != 1 13-91
BEGIN Funguje az do x = 32

SELECT @InVal = @InputValue - 1
EXEC TriangulacniCislo @InVal, @OuVal OUTPUT
SELECT @OutputValue = @OuVal + @InputValue

END
ELSE Pro x =33
SELECT @Outputvalue = 1 Server: Msg 217, Level 16, State 1,
RETURN Procedure TriangulacniCislo, Line 9
GO Maximum stored procedure, function,
trigger, or view nesting level exceeded
= (limit 32).
@ Informaéni systémy 17
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UZivatelsky definované funkce

Funkce mohou vracet
Skalarni hodnotu,
Tabulku.
Deklarace
DECLARE FUNCTION fname
(@ParName AS DataType)
RETURNS DataType| TABLE
AS
BEGIN

END

=
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Funkce vracejici skalarni hodnotu

CREATE FUNCTION DateOnly(@InputDate DATETIME)
RETURNS DATETIME
AS
BEGIN
RETURN CONVERT(datetime, CONVERT(varchar, @InputDate, 112))
END

GO
Funkce musi byt volana se jménem vlastnika.
Neznamo prog¢.
Pouziti
USE PRACE
PRINT dbo.DateOnly(getdate())
GO

Apr 17 2006 12:00AM:

‘ Datum bez Gasu ma Gas 00:00:00,0 ‘

Informaéni systémy 20
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Funkce vracejici tabulku

CREATE FUNCTION AVGByDate(@InputDate DATETIME)
RETURNS TABLE
AS
RETURN (SELECT p_typ, AVG(p_kusu) AS avg_kusu
FROM prace WHERE p_datum=@InputDate GROUP BY p_typ)
GO

Funkce se pouziva stejné jako kazdy jiny datovy zdroj,
(az na nutnost uvedeni vlastnika funkce)

 PCASHAPCATS..QLQueryB sl
3% Prace .
SELECT * FROM dno. AVGByDatel(03/12/2006')

4l | »

5 (3 Databases.
5 (3 System Datsbses
El=]

0 Resuls | [ Messages |

Informaénisg‘n _,l—’ | [PeABAPCATSIC2005(005P3)  [sa(58) [Prace 000000 [2rows
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Uprava pro prazdny parametr

USE Prace Kontrola existence objektu
GO

IF EXISTS (SELECT * FROM dbo.sysobjects WHERE name='AVGByDate')
DROP FUNCTION AVGByDate
Go
CREATE FUNCTION AVGByDate(@InputDate DATETIME)
RETURNS @avg_table TABLE(p_typ varchar(50), avg_kusu float)
AS
BEGIN
DECLARE @tmp_table TABLE(p_typ varchar(50), avg_kusu float)
IF (@InputDate IS NULL)
SELECT @InputDate = Max(p_datum) FROM prace
INSERT @tmp_table SELECT p_typ, AVG(p_kusu) AS avg_kusu FROM prace
WHERE p_datum=@InputDate GROUP BY p_typ

INSERT @avg_table SELECT * FROM @tmp_table R i)

RETURN 0 ot |y Mosages|
END e
(R s
GO PRE =i
=
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Systémové funkce

Vytvareji se v databazi Master.

Zacinaji predponou fn_.

Pro SQL Server 2000:

Vlastnika je nutno zménit na
system_function_schema pomoci ulozené
procedury sp_changeobjectowner

Eind
@ Informaéni systémy 23
Systémové funkce P
z
=
USE Prace s syfs.£n_Dateonly (getdate
DROP FUNCTION DateOnly <
co T Mevoges |

USE master
G

CREATE FUNCTION fn_DateOnly(@InputDate DATETIME)
RETURNS DATETIME
AS
BEGIN
RETURN CONVERT(datetime, CONVERT(varchar, @InputDate, 112))
END
GO

Spravné volani véetné databaze:
PRINT master.dbo.fn_DateOnly(getdate())

@
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Odstranéni systémoveé funkce

Je nutno povolit systémové zmény.
Velmi nebezpecéné!

USE master
GO

EXEC sp_configure 'allow updates’', 1
GO

RECONFIGURE WITH OVERRIDE
GO

DROP FUNCTION dbo.fn_DateOnly
GO

EXEC sp_configure 'allow updates', 0
GO

RECONFIGURE WITH OVERRIDE
GO

Nekontroluje hodnotu parametru
(mozno zadat nedoporu¢ovanou

25

hodnotu)

Informacni systémy

Spousté (Triggers)

Ulozené procedury spousténé automaticky
systémem pfi manipulaci s tabulkami:
INSERT
DELETE
UPDATE
Vyuziti spousti
Zajisténi referencni integrity nad REFERENCE
Kontrola omezeni nad CHECK
Vytvareni zaznamu o sledovani systému

Informaéni systémy 26
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Vytvoreni spousté

CREATE TRIGGER TriggerName
ON TableName
{{{ FOR | AFTER} [INSERT][,]
[DELETE] [,] [UPDATE] } | INSTEAD OF}
[WITH APPEND]
[NOT FOR REPLICATION]
AS

Informacni systémy 27
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Urceni dotéenych zaznamu

K uréeni zaznamu dotcenych zménou
slouzi dvé pracovni tabulky stejného
schématu jako je samotna tabulka

inserted - seznam vkladanych zaznamd (jejich
novych hodnot),

deleted — seznam odstrariovanych zaznamda
(jejich ptvodnich hodnot).

P¥i aktualizaci jsou naplnény obé tabulky
prisluSnymi zaznamy.

@n
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Postup €innosti pfi vkladani

a— Zatitek transakee
g“d“‘“ P"kf)z Pokud ncbyla
IRERANIRING oo definovéna explicitnd

ne

Existuje spoust’
INSTEAD OF?

Zapsat do protokolu

Naplnit tabulky
inserted, deleted

l

Naplit tabulky

' DT inserted, deleted
Operace INSTEAD OF

nad dalsimi fikaz,
e - prikazy ... Vyvolat spousté

FOR/AFTER

Potvrdit transakci
Pokud nebyla
definovéna explicitn

Konec

29

Provedla spoust
INSTEAD OF
podobnou akei

v tabulce?

Informacni systémy
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Spousté INSTEAD OF

Pracuji s daty pfed provedenim vSech
kontrol (CHECK a REFERENCE).

Zatimco spousté FOR a AFTER probihaji az po
kontrole omezeni.

Jsou povoleny také u pohledu.

Mohou nahradit provedeni pfislusné
operace jinou ¢innosti.

Informacni systémy
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CREATE TRIGGER pracemeniplaty ON [dbo].[prace]
FOR INSERT, UPDATE, DELETE
AS

vr — zpracujeme vioZeni nové prace
P rl kl ad IF EXISTS (SELECT * FROM INSERTED)
BEGIN
DECLARE @pid INT, @pprac INT, @ptyp VARCHAR(50), @pkusu FLOAT,
@pdatum DATETIME, @pcena money
— zjistime kolik z4znami je pfidano
DECLARE cpom CURSOR
FOR

SELECT p_id, p_pracovnik, p_typ, p_kusu, p_datum FROM inserted
L. i OPEN cpom
Po vlozZeni nové - vezmeme prvni novy zaznam
A H 1 FETCH NEXT FROM cpom
prace je treba INTO @pid, @pprac, @ptyp, @pkusu, @pdatum
aktualizovat WHILE @@FETCH_STATUS =0
odménu BEGIN

— Urgime cenu vioZené préce
SELECT @pcena = Max(tp_cena) FROM typyprace WHERE tp_nazev=@ptyp
— Pokud jiZ tento pracovnik v daném dni pracoval, budeme z&znam upravovat, jinak pfidat novy
IF EXISTS (SELECT * FROM platy WHERE pl_p ik=@pprac AND pl_t

UPDATE platy SET pl_castka=pl_castka+@pkusu*CAST(@pcena AS FLOAT)

WHERE pl_p pprac AND pl_ p

ELSE

INSERT INTO platy(pl_pracovnik, pl_datum, pl_castka) VALUES (@pprac, @pdatum,

@pkusu*CAST(@pcena AS FLOAT))

FETCH NEXT FROM cpom

INTO @pid, @pprac, @ptyp, @pkusu, @pdatum

END
CLOSE cpom
DEALLOCATE cpom
END
= e
L~ Informacni systémy 31

Moznosti spousti

Spousté mohou byt vnofené
Pokud je to povoleno (implicitné ano)
Spoust svoji ¢innosti vyvola jinou spoust
Maximalné 32 urovni vnoreni
Stejna spoust nebude vyvolana podruhé
Cely fetézec spousti se provadi v jedné
transakci (ROLLBACK stornuje cely fetézec)

Spousté mohou byt rekurzivni

Informaéni systémy 32
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Urc€eni pofadi provadéni spousti

Jedna spoust muze byt uréena jako prvni,
jedna spoust jako posledni,
pomoci systémové ulozené procedury:

sp_settriggerorder

[@triggername =] "TriggerName',

[@order =] { FIRST | LAST | NONE },
[@stmttype =]1' { INSERT | UPDATE | DELETE

Vyuziti: napF. je mozno definovat vice spousti
pro stejnou ¢innost.

Informaéni systémy 33
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Urc€eni dotéenych sloupcl

Funkce UPDATE(ColumnName) vraci logickou informaci
o0 zméné daného sloupce.
Ma smysl jen uvnitf spousté.
Funkce COLUMNS _UPDATED() vraci soucet binarnich
vah odpovidajicich jednotlivym zménénym sloupciim
pocinaje prvnim 20, 21, 22,23 /24 .
Je mozno je testovat pomoci binarnich operaci
| = bitové OR, & = bitové AND, * = bitové XOR,
COLUMNS _UPDATED() > 0 — aktualizovano cokoliv,
COLUMNS _UPDATED() » 19 = 0 — aktualizovany pravé sloupce 1,
2, 5 a zadny jiny,
COLUMNS _UPDATED() & 19 = 19 — aktualizovany sloupce 1, 2, 5,
ostatni mohly byt aktualizovany také,
COLUMNS _UPDATED() | 19 != 19 — aktualizovany sloupce 1, 2, 5
= a jedté néjaky jiny.
@ Informacéni systémy 34

Odstranéni spousté

Odstranéni spousté

DROP TRIGGER TriggerName
Spoust neni nutno odstranovat, da se
vypnout!

ALTER TABLE TableName

< ENABLE | DISABLE > TRIGGER
< ALL | TriggerName >

Informaéni systémy 35
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Ladéni spousti

Pfimo neni mozné.

Lze obejit vytvofenim ulozené procedury,
ktera vynuti spusténi spousté provedenim
pfislusné operace.

Ulozenou proceduru krokujeme pfikazem
"Step Into" — dojde ke vstupu do spousté a
jeji krokovani bude probihat standardné.

Informaéni systémy 36
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